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Risk-Based Approach

The core of lifetime due diligence

Recommendations of a Risk-Based Approach

The FATF is constantly developing The 2012 recommendations
guidance to assist countries, considered the RBA to be an
competent authorities, professionals essential foundation of a country’s
and institutions in the application of AML/CFT framework
a risk-based approach (RBA) to
AML/CFT

The draft guidance documents issued
in February 2019 for Legal

The 2003 recommendations Professionals, Accountants and Trust
provided for the application and Company Service Providers,
of a RBA in some areas continue to emphasize this and

confirm that the application of a RBA
is essential for the effective
implementation of the FATF standards
@ KYCP STAND
29 - 30

kycportal.com

Q|

ACAMS | AML & Anti-Financial Crime
#ACAMSEurope 3 15TH ANNUAL | CONFERENCE 58] {@]43



Risk-Based Approach

The core of lifetime due diligence

The various applications of a Risk-Based Approach

x very time-consuming processes
x sheets are manual and per subject

Using Excel sheefs for risk matrices \

* the configuration behind the Excel ﬁ
sheet is static and laborious fo maintain g
* human bias whilst filling details CRMmPEnES

x relying on manual ongoing checks

x limited when it comes to multi-
dimensions of risk (such as same
product offered to multiple jurisdictions)

QKYCP | 570

kycportal.com

#ACAMSEurope 4

Q|

ACAMS | AML & Anti-Financial Crime
15TH ANNUAL | CONFERENCE 58] {@]43



Risk-Based Approach

The core of lifetime due diligence

The various applications of a Risk-Based Approach

Q. the “we know all of our clients

: : ) X
Using Excel sheets for risk matrices \ / N oersonally” syndrome
% such reliance leads to less

> checks which could lead to
7Y higher risks
Companies x less checks leading to unknown

risks
x building a false sense of security
x increased risk due to human bias
x common with small
organisations which have the

highest risk exposure .

STAND .
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Risk-Based Approach

The core of lifetime due diligence

The various applications of a Risk-Based Approach

the “we know all of our clients

Q
: : : ”
Using Excel sheets for risk matrices \ / N B v e
“.
/ m
Pre-set / inbuilt risk systems Companies

x end up using existing
limited risk engines

x adapting internal risk
methods to suite the tool

x ends up being limited in .
scope still exposing the

company to risk .
STAND

@ KYCP 29 - 30

kycportal.com

ACAMS | AML & Anti-Financial Crime
#ACAMSEurope 6 15TH ANNUAL | CONFERENCE 58] {@]43



Risk-Based Approach

The core of lifetime due diligence

The various applications of a Risk-Based Approach

the “we know all of our clients

) : ) O
Using Excel sheets for risk matrices \ / W cersonally” syndrome
B
Pre-set / inbuilt risk systems / o 9 not being able to afford a system /

solufion to automate a risk-based
approach

x cost of software

x cost of implementing such a
system within the
organisation .

x fear of having to change the
internal processes

x fear of such systems leading

STAND g
@ KYCP 29 _ 30 to larger work-loads
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Risk-Based Approach

The core of lifetime due diligence

The common problem across markets

i
Comxﬂes\. 9 not being able to afford a system /
solution fo automate a risk-based
approach

Applying a Risk-Based Approach is perceived as a pure cost.

A “have-to-do” to appease regulators. .
A burden that we have to live with.
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Risk-Based Approach

The core of lifetime due diligence

Using RBA to your advantage

O

e
@ s O
On-boarding Companies Ongoing

C— | fetime RBA —

Q|

v' Reduce Cost

v' Reduce Risk Exposure
v Maximise efficiencies
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Risk-Based Approach

The core of lifetime due diligence

Using RBA o your advantage @ Automated notifications on

upcoming reviews

Ability to set different AML checks based on & Automated review intervals and
risk of subject in real time including PEPs Enhanced Due Diligence

Sanctions, Adverse Media and Transaction Processes based on real-time risk
Monitoring \ thresholds

Avoid to-ing and fro-ing when on- @ /> & Automatic alerts on requesting F2F
boarding customers with instant meetings to reduce the risk
dynamic document requirements

/A Risk Based
Engine \
Reduce the risk exposure between & \ % @ Instant application of

reviews with instant risk level alert regplc’rory clieingiss e el .
actions eleeie

[ Automated risk .
@ KYCP | >AND Automate @ s @ calculation on forms

kyoportalioom 29 - 30 workflow of and questionnaires
applications @ -
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Risk-Based Approach

The core of lifetime due diligence

the basis of @ solid REA ...

* A cynamie regulalory proces: m—
Name Edt Felds Checkist h::a Scores  Questionnaires ::i r:: ::: Status Reports Delete Replicate Downlcad
« Ability fo define a regulatory process at
prod?:lci or service Iegvel is c?rluF::ioI. | B8 8 H DO S00 O0E B8
« Ability to have a system that allows you = =280 0K E00 0E B8
to tweak all aspects of the process and =S H OO E Q8 QO OoE 8
quIy them in real time on all your Mt E B B H OO E &= olinl = 0
subjects. ~ WE B B & H OB E OO0
+ Allows you to perceive risk not at subject e N :=Ns H O B d B8
level, but based on the product or | Sl - E Q0 OE g
service that the subject is applying for. A = O H B — @ B 0O
new dimension of risk that allows you to o == H OO = — L
maximise efficiencies but at the same SN =l H Q0o s B3
time reduce your risk exposure. I H g = a Sﬂi & = B B 0O B 3]
: HE@Qg 0o
Ed
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Risk-Based Approach

The core of lifetime due diligence

The basis of a solid RBA ...

v" Full control of the data we ask for

« Asolution that allows you to define the
type of subjects you on-board as these
change based on type of service and : : : :
product being offered. B ® B & o

]
©
N
X

» Crucial to be able to change the data = X % 7 Red
that you ask out of such subjects also in ey
real time. Requirements of what we ask , | T —— e
out of subjects varies drastically. - - ¥ B ¥ pe

- Ability to change such requirements to S— HEE®
keep up with regulatory changes easily 5 ' ¥ ¥ fe¢
and with least impact. _ : - ‘ ® ¥ ¥ pegm

- | AEZ ®
X R Az =
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Risk-Based Approach

The core of lifetime due diligence

The basis of a solid RBA ...

v Full control of risk settings and
categories

« Itis very important to have a system that
allows you to define your own risk
categories and criteria.

« Ability to set risk at product / service
level, at subject level and also af field

level.

« A system that calculates risk in real time
on all subjects, at any point in time.

« Ability to collect data and then link risk
based on the answers received.

kycportal.com
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Risk-Based Approach

The core of lifetime due diligence

The basis of a solid RBA ...

v" Real time and automated calculation
of risk

« Having areal time perception of risk on
all subjects leads to reduced risk
exposure on all subjects.

* Such an approach leads to a pro-active
approach to fraud and AML rather than
a re-active analysis.

« Actonrisk based alerts. Instant removal
of risk exposure in between reviews.

* Eliminate human bias from the process
of assessing risk on subjects at any point
in time.
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Risk-Based Approach

The core of lifetime due diligence

The basis of a solid RBA ... O el

Company

Doc Type

Linked to Risk %? i
to Risk %? Required? Internal? Default? Delete

v Dynamic definition of requirements
based onrisk levels

« Ability to pre-define which document is
needed at what level of risk.

« Define which questionnaires / forms -
need to be filled in by which entity, . B ‘ -
based on data being presented and - O X ®
associated risk

- Ability to set who in the teams can - &
handle what type of applications based
on risk of the subjects — automating Director
approval processes of applications
based on roles and rights.

.
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Risk-Based Approach

The core of lifetime due diligence

The basis of a solid RBA ...

v Ability to link and trigger actions
based on automated risk

Where programme fieid is PEP? which has
data type Lookup and lookup value is Yes

*  Move applications through company
teams based on automated risk. Ability
to increase efficiencies between teams
handling applications. Wiente st

« Ability fo automatically trigger actions
on high risk applications without the
need for human intervention — EDD
processes, screening checks and

escalation processes. DOCUMENT Ty
Mm"""ﬁ!snw

« Ability to trigger actions and alerts on
team members the minute that the risk is
perceived.
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Risk-Based Approach

The core of lifetime due diligence

The basis of a solid RBA ...

v Dynamic and Real time Customer
Ovutreach Engine

« A system that is connected to your
internal data, risk and workflow settings
presented to the customer guiding them
through a stepped KYC process.

« Ability to perceive the risk being on-
boarded instantly and prior to the client
submitting the application.

A module that changes the
requirements of the KYC process based
on the risk perceived in real time,
eliminating the to-ing and fro-ing with
customers at on-boarding stage.

QKYCP | 570

kycportal.com

# ACAMSEurope

=3 3 - —
APPLICATION ~

v COMPANY ‘@
R o |

ACAMS | AML & Anti-Financial Crime
15TH ANNUAL | CONFERENCE ja8){®]4=



Risk-Based Approach

The core of lifetime due diligence

Making
Making “CDD measures to existing customers
“adaption of risk interpretation” on the basis of materiality and risk”
possible at no cost possible with no human intervention
required

Automating the requirement that

Giving “organisations must take reasonable
“adequacy of data obtained” measures to determine whether a
a hew meaning customer or beneficial owner is a

domestic/international organisation PEP”
increasing efficiencies drastically
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